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Abstract. Industrial-scale reverse engineering affects the majority of
companies in the mechanical and plant engineering sector and imposes
significant economic damages.Reverse engineering mitigations try to in-
crease the cost involved in reverse engineering until it surpasses the cost
of actual development. Although these mitigations exist, economic dam-
age has not been impacted, indicating that they have failed to address
the problem.At present, most industrial-scale reverse engineering efforts
are spent on replicating hardware components since software can often
be copied verbatim without any reverse engineering effort.

In this talk, we discuss GLUEZILLA [6], our recently published system
that binds software to hardware through user-space rowhammer PUFs
on commodity hardware [5,4,7,2,1,8,3]. GLUEZILLA relies on unclonable
machine features and thereby forces counterfeiters to reverse-engineer
both the hardware and the software, driving up the reverse-engineering
cost.

In GLUEZILLA, a program has two fully functional modes of operation.
In the intentional mode, GLUEZILLA performs the expected operations
as described by the original source code, whereas in the unintentional
mode, the execution differs at unsuspicious-looking junction points. For
example, the program could follow conditional branches in the wrong
direction, or call different targets at call sites. The unintentional mode
should not exhibit obvious signs that something is wrong with the pro-
gram, e.g., program crashes.

The goal of GLUEZILLA is to only allow execution of the intentional mode
on one selected associated machine instance. To this end, GLUEZILLA
transforms the program at compile time to exhibit the unintended be-
havior by default. At run time, it uses targeted rowhammer-induced bit
flips at the junction points to recreate the intentional execution mode in
memory, as shown in Figure 1.

GLUEZILLA uses rowhammer because of its unique properties.Since the
rowhammer-induced bit flip pattern is unclonable, GLUEZILLA ensures
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c7 45 ec 2a 00 00 00 mov [rbp-0x14], 0x2a c7 45 ec 2a 00 00 00 mov [rbp-0x14], 0x2a
83 7d ec 05 cmp [rbp-0x14], 0x5 83 7d ec 05 cmp [rbp-0x14], 0x5
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UblCDODlOﬁO 010000101

Junction Instruction: Junction Bit’ Junction Instruction:
Unintentional Form Intentional Form

Fig. 1. At run time, GLUEZILLA uses rowhammer to transform junction instructions
from their unintentional into their intentional form.

the intentional execution mode is only reconstructed on the associated
machine. If the software runs on any other machine, including exact
clones of the associated machine, the required bit flips are absent and
the program remains in its unintentional mode. For the same reason, dy-
namic analyses are ineffective on cloned machines as the intended opera-
tions are not performed on cloned machines. Rowhammer, furthermore,
allows for stealthy memory changes in the whole memory region without
explicit write operations performed by the CPU. This eliminates various
dynamic analysis techniques which typically rely on the CPU to intercept
certain operations or code changes. Dynamic tools that modify the mem-
ory layout also interfere with GLUEZILLA as the junction points will no
longer reside in the required rowhammer-susceptible memory locations.
Additionally, the static binary is only an image of the unintentional pro-
gram and lacks information about the code changes required to recreate
the intentional code, rendering static binary analysis unprofitable.

The published version of GLUEZILLA has a few clear disadvantages. Nu-
merous factors, such as temperature and chip aging, might undermine
the reliability of bit flips. The current design does not tolerate unreliable
bit flips because they might result in an incomplete transition to the
intentional program form. Furthermore, Rowhammer can only flip bits
in one direction, thus leaving the whole intentional program in memory
throughout execution. This makes GLUEZILLA susceptible to memory
snapshotting attacks. We will conclude this talk by discussing our on-
going work that aims to eliminate these weaknesses by using a micro-
architectural attack that invalidates the in-memory copy of the program,
whilst leaving its functionality intact.

Keywords: Rowhammer - Micro-architectural Attacks - Software Pro-
tection.
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